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Abstract 
Currently, Bluetooth as a technology has transformed the wireless communication space rapidly across 
voluminous assortment of devices. Several categories of users with varied proficiency levels in handling the 
device configuration are emerging. This paper aims to give a detailed user behavior impact on the security of 
Bluetooth enabled devices. First, the categorization of users is considered based on proficiency in handling 
Bluetooth configuration. Also, the availability of Bluetooth in these devices across the category of users was 
premeditated. Based on the user behavior impact data analysis, possible attacks when different user category 
interacts are also documented. For this study, smart phones with Bluetooth connectivity were used. 
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1   Introduction 
Bluetooth wireless technology provides peer-to-peer communications over short distances. In order to provide 
protection and confidentiality, the system provides security measures at the application layer as well as the link 
layer using four different entities to maintain security at the link layer which are: a Bluetooth device address, 
two secret keys and a pseudo random number that will be regenerated for every new transaction [1].  
 
Bluetooth devices are flooding the markets nowadays. They range from phones, wearable devices, and 
proximity detectors and so on. This has led to a situation when the end user of the device may or may not 
understand the nuances in managing the different settings related to Bluetooth in those devices [2]. This could 
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potentially lead to a situation where these devices may be compromised and data could be stolen easily from 
these devices. This could lead to variety of attacks on those devices whose users may not be aware of any basic 
information about the Bluetooth setting that is on their devices [3].  
 
In this work, the user behaviors are deliberated in detail with respect to how these devices are maintained, how 
the Bluetooth configuration is done on the device, how is the Bluetooth setting maintained, does the end user 
know the impact of keeping the Bluetooth status-on in the device. For the purpose of this study, the target 
group were people (users) who had smart phones with Bluetooth options. Smartphones were chosen for the 
purpose of ensuring similarity of standardization in terms of Bluetooth implementation in these devices. This 
facilitated in analyzing the results and arriving at a conclusion more rapidly.   
 
The remainder of this paper is devoted to look at the study done and the interpretation of the results. Section 2 
gives an overview of the experiment and parameters that we considered in the experiment and the results of the 
study. Section 3 gives the interpretation of the results. Section 4 gives the conclusion of the study. 
2   Behavioral Study 
The objective of this study was to understand how users who have a Bluetooth enabled smartphone utilize the 
phone with respect to the Bluetooth features. This study was not intended to capture any other data. The study 
was done with a size of 100 people who had Bluetooth enabled smartphones with them. A questionnaire with 8 
questions was given to them and this study was explained in detail.   
 
Before deciding the questionnaire, the responses for the following interrogations [15] needed to be ascertained. 
Deciding on the information, the target respondents, the method of reaching the respondents, the content of the 
questions, words that are to be used in the questions, deciding on the meaningful order and format of the 
questions, length of the questionnaire are the major factors involved in framing the study. Pretesting of the 
questionnaire was done by providing this to the people (users). 
 
The 8 questions are given below: 
 
a. Have you used Bluetooth? 
b. If yes to question a, do you understand how it works? 
c. Do you always keep Bluetooth on in your device? 
d. If yes to question c, do you always keep the phone visible for Bluetooth scanners? 
e. If no to question c, then when do you switch it on? When do you switch it off? 
f. Can you change the Bluetooth settings in your phone by yourself? 
g. If no to question f, then who does the Bluetooth settings change in your phone and when? 
h. If no to question f, do you prefer to keep Bluetooth on all the time after the initial configuration is done 
by somebody else on your behalf? 
 
The answers received from the users have been represented pictorially in the following figures
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Figure 1: Number of Users Vs Configuration Handling in Devices 
 
From the above figure, the following are the observations 
x Most of the users (45%) cannot handle any configuration settings by themselves in the phone. We will 
call them as Naive Users. 
x Around 35% of the users can handle all the configuration settings by themselves in the phone. We will 
call them Savvy users. 
x Around 20% of the user can handle partial configuration settings on their own. This means that they 
would need some support to do some advanced configuration settings. We will call them Medium 
Savvy users. 
 
Table 1. Operations categorization based on user capability 
User Category vs. Device Status Is Bluetooth on Is device visible Is device listed in 
already paired list 
Savvy User with Knowledge of Operations √ √ √ 
Medium Savvy Users who need some help √ √ X 
Naive Users X X X 
 
The above table categorizes the users based on the operations that they are able to do on the Bluetooth 
enabled phones. If the user is able to check if bluetooth is on and next if the device visible and also if 
the device is already in the paired list then the user is considered a savvy user. If the user is able to 
check if bluetooth is on and then if the device visible but cannot check if the device is in the paired 
list,  then the user is categorized as a medium savvy user. If the user is not able to do any of the above 
three operations on his own, then he is considered a naive user.  
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Figure 2: Number of Users Vs Bluetooth Usage 
 
From the ab oove figure, the following are the observation 
x Around 50% of the users use Bluetooth sparingly. 
x Around 35% of the users use Bluetooth frequently. 
x Around 15% of the user do not use Bluetooth at all. 
 
Only 85% of the persons surveyed use Bluetooth feature in their devices. This implies that a reasonable 
number of individuals do not use any features related to Bluetooth in their phone. The percentage of users 
who use Bluetooth frequently are only 35%. Hence, a total of 50% of the users who use bluetooth very 
sparingly. People who use Bluetooth sparingly can potentially be involved in communications which can 
be attacked. So, the onus is on the Bluetooth community, stakeholders and organisations to come up with 
concepts and recommendations which can protect the users from attacks. 
 
The results above clearly show that there are quite a percentage of people who use Bluetooth on their 
phones sparingly. They may or may not know the status of Bluetooth in their devices. This could lead to a 
situation where the Bluetooth on the device is retained in on-state for a infinite period of time without the 
user realizing the same. So, the suggestion is to have a mechanism in which the user is informed after an 
interval that the Bluetooth session is still active and if they want to close the session. If they choose to 
close the session, it should terminate the session and also disable Bluetooth on their devices. 
 
The other suggestion is to have password protection available for the Bluetooth service status change. If 
Bluetooth is switched on , then a password would need to entered by the user to make sure that the event of 
turning on bluetooth was intentional.   
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Figure 3: User Category Vs Bluetooth Availability 
 
The above figure gives an overview of Bluetooth  availability and user category. From the above figure, the 
following are the observations: 
x Around 10% of the Savvy users keep Bluetooth always on. 
x Around 40% of the medium Savvy users keep Bluetooth always on. 
x Around 90% of the Naive users keep Bluetooth always on. 
3   Interpretation of the Data  
The results of the study were slightly startling with respect to vulnerabilities due to the user behaviour. The 
interpretation of the overall data are given as below: 
 
Bluetooth Configuration 
Only 35% of the users can handle Bluetooth configuration on their own. This means that 65% of the users are 
dependent on other external help (people other than device owner or user) either partially or completely to 
handle the Bluetooth configuration for them [4]. So, these 65% of the people (users) might be very easy targets 
for Bluetooth attacks. 
 
Bluetooth Usage 
Around 85% of the people use Bluetooth in one way or another. This means that they would try to do some 
operation using Bluetooth and hence they form the potential base from which the attackers can choose devices. 
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Bluetooth Availability 
Around 90% of the Naive users and around 35% of the medium Savvy users keep Bluetooth status as always 
turned on. These people do not realize the impact of keeping Bluetooth status on when not needed. The 
Bluetooth attackers who routinely scan their area for these kinds of devices would be able to choose and attack 
these devices very easily.  
The below table summarizes the possibility of attacks when users of different category interact with each other. 
 
Table 2. Attack possibility based on user category interaction matrix   
User Category Savvy User with 
Knowledge of 
Operations 
Medium Savvy 
Users who need 
help 
Naïve Users 
Savvy User with Knowledge of Operations X √ √ 
Medium Savvy Users who need help X X √ 
Naive Users √ √ √ 
 
A cross mark represents that the possibility of attack is less as none of the devices are exposed unintentionally. 
A tick mark represents that the possibility of attack is more as at least one the device is exposed 
unintentionally. The below table gives a list of possible attacks in each of the user category interaction 
scenario: 
 
Table 3. Identifying specific attacks based on user category interaction matrix   
Attack Type vs.  
User Interaction Type 
Savvy users vs. 
Medium Savvy 
users 
Savvy users vs.  
Naive users 
Medium Savvy users vs.   
Naive users 
Man in the Middle √ √ √ 
Un-authorized data access √ √ √ 
Surveillance X √ √ 
Range Extension √ √ √ 
Sniffing X √ √ 
Denial of Service √ √ √ 
 
The above table gives an overview of the attacks that are possible based on user category interaction. If a Savvy 
User and a Medium Savvy User interact, then basic attacks like surveillance and Sniffing may not be possible 
as these users are capable of managing the configuration in their phones to avoid these attacks. If a Naive user 
is involved, then the chances of all the above attacks occurring are there as the naive user can expose the 
Bluetooth enabled phones to others unintentionally as they do not know to manage these settings.   
 
This may not mean that these attacks are possible in all the situations that involves a medium savvy or naive 
user. The probability of an attack occurring when one of the user is no a savvy one is very high. Any high 
probability case of attack has to be handled and avoided. So, it might be a recommended that the users consider 
switching off Bluetooth in all the devices after a stipulated time interval if there has been no or less activity. 
The below figure, an attack that could be encountered by a naive user is proved in an experimental setup. 
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Figure 4: Example: Attack encountered by a Naive user. 
 
In the above figure, the device of the attacker is deliberately named as SMS. This is done to ensure that the 
naïve user would mistake the message for a simple SMS (Short Message Services).  He/she is then lured into 
opening the file by clicking on the Accept Button. This has been proved in the experiments conducted. 
 
It is very clear from the above facts, that a large section of users who are not proficient in handling the device 
configuration are getting added. Though this seems very obvious, the impact of this on the Bluetooth device 
security and the data that would be stored in those devices is very huge. Device manufacturers and the special 
interest group on Bluetooth should come together to see if this can be handled by doing small design change in 
the device. Focus on these types of users would go a long way in increasing the adaptability of Bluetooth 
devices further.  
4 Conclusion 
 
In this user based behavioural data scrutiny, it becomes very apparent that most of the users who have 
Bluetooth enabled devices may not be proficient in handling the configuration aspects in their devices. This 
opens up their devices to hackers as presented in this paper. Though a lot of improvements have been done in 
Bluetooth from the encryption side, paring methodology, these segments of users would not benefit from those 
improvements directly as their devices start with vulnerability (Bluetooth is mostly on and they may not 
understand pairing messages).This calls for some thoughts from the manufacturers to see if this user behaviour 
can be handled better in the new Bluetooth devices that are coming up. A small design change can go a long 
way in assuring that the devices are not vulnerable based on the proficiency of the user who is using the same.  
1431 S. Sandhya et al. /  Procedia Computer Science  57 ( 2015 )  1424 – 1431 
References 
[1] Bluetooth, S. I. G. (2010). Bluetooth Core Specification v4.0. 30 June 2010 Available online at  https:// www. bluetooth.org /Technical 
/Specifications/adopted.htm 
[2] Nikos Mavrogiannopoulos (2005). On Bluetooth. security  
[3] L. Chekina, D. Mimran, L. Rokach, Y. Elovici, B. Shapira. Detection of Deviations in Mobile Applications Network Behavior. 
Department of Information Systems Engineering and Telekom Innovation Laboratories Ben-Gurion University of the Negev, Beer-
Sheva, Israel 
[4] Muhammad Awais Azam, Jonathan Loo, Sardar Kashif Ashraf Khan, Muhammad Adeel, Waleed Ejaz. Human Behaviour Analysis 
Using Data Collected from Mobile Devices, International Journal on Advances in Life Sciences, vol 4 no 1 & 2, year 2012, 
http://www.iariajournals.org/life_sciences/ 
[5] Heather Crawford and Karen Renaud, Understanding user perceptions of transparent 
authentication on a mobile device, Crawford and Renaud Journal of Trust Management 2014, 1:7 
[6] Zhiling Tu and Yufei Yuan, Understanding User’s Behaviors in Coping with Security Threat of Mobile Devices Loss and Theft, 2012 
45th Hawaii International Conference on System Sciences 
[7] Aditi Gupta, Markus Miettinen†, N. Asokan and Marcin Nagy. Intuitive security policy configuration in mobile devices using context 
profiling. 2012 ASE/IEEE International Conference on Social Computing and 2012 ASE/IEEE International Conference on Privacy, 
Security, Risk and Trust 
[8] Long Jin, University of California, San Diego. Understanding User Behavior in Online Social Networks: A Survey. IEEE 
Communications Magazine • September 2013 
[9] Mardiana Mohamad Noor and Wan Haslina Hassan. Wireless Networks: Developments, Threats and Countermeasures. International 
Journal of Digital Information and Wireless Communications (IJDIWC) 3(1): 119-134 The Society of Digital Information and 
Wireless Communications, 2013 (ISSN: 2225-658X) 
[10] Khaled Alghamdi, T. Oh and B. Stackpole. Bluetooth Security Lock for Android smart phone platform. International Journal of 
Scientific & Engineering Research Volume 3, Issue 7, July-2012 ISSN 2229-5518 
[11] Lynne Coventry, Debora Jeske and Pam Briggs. Perceptions and actions: Combining privacy and risk perceptions to better understand 
user behavior 
[12] Sandhya, S.; Devi, K.A.S., "Analysis of Bluetooth threats and v4.0 security features," Computing, Communication and Applications 
(ICCCA), 2012 International Conference on , vol., no., pp.1,4, 22-24 Feb. 2012 
[13] Sandhya, S.; Devi, K.A.S., "Contention for Man-in-the-Middle Attacks in Bluetooth Networks," Computational Intelligence and 
Communication Networks (CICN), 2012 Fourth International Conference on , vol., no., pp.700,703, 3-5 Nov. 2012 
[14] Lindell, A. (2008). Bluetooth v2.1—A new security infrastructure and new vulnerabilities. BlackHat Briefings, Las Vegas. 
[15] http://www.fao.org/docrep/w3241e/w3241e05.htm#chapter%204:%20questionnaire%20design 
 
 
